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Features:

Each user and each group owns a dedicated
directory tree. It contains all data belonging to - Unix-like permissions on untrusted storage
the user/group. A hash-tree secures the - enforced only by cryptography
directory tree. The top-level directory is signed.
Thus the whole tree can be verified.
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The visible root of the file system is
contained within the dedicated
directory structure of the file-system

All users have access to the keys
directory, which stores the data
needed to verify user signatures. The

superuser. superuser hash tree protects the
»:"16653222' T signatures.
@ ). home |
Redirects glue the different user- - @ — _
and group directory structures 28876FF.. \_. YT S Grogps are split into g public and
together. operuser >| home [~~"~~ h) amann ! a_prlvate pal_'t. The pointers to the
' _ -~ — private subdirectory are encrypted
Files and directories are referenced ——— A @ with the current group key.
multlple timeS in the hierarChy. 7A352009... aman’ﬁ' B70462F.. | >:A22A182...
_users Version: 5 M _ Jmocuments | Group keys are distributed to users
/)/' using the subset difference algorithm.
@The superuser signs the root directory 9365?;5{' 4___> B42A6F2... 34B67FA... Keys ha\{e to be changed upon change
in the same way the user and group LRI xove mene in group membership.
directories are signed. \
CarB288... o 6':832;7&-- 67AFFED. \ 734B235... @
The hash-tree of the root-directory only .groups e public N M A group- and world-readable file is
protects user and group directories. It N present in the user- and public
does not include their contents. e\ 0 ) YTV group directory structure.
1 _private Documents Depending on the signed parameters
G
in the user directory it may also be
group- and world- writable.




